
S O L U T I O N  B R I E F

Business challenges
In today’s global market, businesses requiring 
connectivity between their geographically diverse 
locations depend on the Layer 3 services offered by 
their network service providers. Network uptime and 
service delivery assurance are of utmost importance to 
these subscribers to ensure business continuity. Even a 
minor routing issue can interrupt critical services such as 
stock trading, financial transactions, live broadcasts, and 
critical application backups, to name a few. 

This means the network providers offering Layer 3 services should have the ability to 
quickly identify and triage connectivity issues before customers begin to complain and 
avoid prolonged or repeated intermittent service interruptions. This can help enhance 
customer satisfaction and reduce churn.

Providers depend on IP networks to run their Layer 3 services. While IP offers high 
resiliency due to its ability to reroute traffic automatically when the path to a destination 
is unavailable, the rerouted traffic may not always choose the best path. It may take  
a longer or even a congested route, resulting in service delivery issues. Furthermore, 
some routing changes last for only a few seconds, but still affect service delivery.  
This usually leaves network engineers with no data to analyze connectivity issues, 
resulting in tickets closed with no root-cause analysis or resolution.

Network providers managing large and complex IP networks face the following challenges:

• Lack of visibility into the current and historical routing paths for all IP/MPLS services 

• Inability to identify root cause of intermittent routing issues

•  No correlation of network metrics and routing events to understand impact on 
service delivery

Blue Planet® Layer 3 Service 
Assurance  
Assure Layer 3 service performance using  
real-time analytics

Blue Planet Layer 3 Service 
Assurance solution helps network 
providers assure performance of 
their service offerings.

Business benefits

•  Rapidly identify root cause of 
reachability issues

•  Troubleshoot and resolve hard-
to-find Layer 3 problems quickly

•   Assure performance of revenue-
generating overlay services

•  Solve unexpected service 
disruptions arising from planned 
and unplanned network changes

•  Reduce SLA violations, increase 
customer satisfaction, and 
reduce customer churn
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•  No real-time information about routing changes, instability, 
and errors

•  High Mean-Time-To-Identify (MTTI) and Mean-Time-To-
Resolve (MTTR) Layer 3 connectivity issues

These challenges can often lead to SLA violations and penalty 
payouts, resulting in customer churn and loss of revenue.

What if real-time and historical  visibility into the Layer 3 
network topology and routing paths were available, with  
the ability to correlate path changes with network 
performance metrics and traffic behavior?

Blue Planet Layer 3 Service Assurance 
The Blue Planet Layer 3 Service Assurance solution acts as a 
passive router and establishes adjacency with Interior Gateway 
Protocol (IGP) and Border Gateway Protocol (BGP) routers in 
the network. It then collects and analyzes IGP and BGP routing 
events in real time. After performing advanced analytics on the 
collected data, the solution can display the current topology, 
routing paths, and changes to them in real time. This method 
of collecting routing information directly from the control plane 
allows the solution to identify problems that are not detected  
by traditional SNMP-based management tools.

The analytics capabilities of Blue Planet Layer 3 Service 
Assurance solution provide a clear view on how an overlay 
service has been affected by changes to routing paths. Network 
engineers can rewind and replay all the routing path changes 
on a network topology map. This helps engineers understand 
routing behavior across the network at a macro level, helping  
to quickly determine the root cause of service delivery issues.

Figure 1. Blue Planet Layer 3 Service Assurance solution can concurrently monitor and analyze complex 
IP networks running OSPF, IS-IS, EIGRP, and BGP routing protocols across multiple autonomous systems.

Figure 2. The Blue Planet Layer 3 Service Assurance solution displays 
routing path overlaid on a network topology map. The solution can 

rewind the network events to show routing path changes.
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Blue Planet Layer 3 Service Assurance also collects 
performance data from the network devices and correlates 
it with the routing information. By reporting on routing path 
and correlating it with the performance and health of network 
devices along the path, network engineers can quickly 
determine how network performance has affected routing 
behavior, and thus the performance of their Layer 3 overlay 
services. Network engineers can then use these reports to 
speed up troubleshooting, reducing MTTI and MTTR, thereby 
avoiding SLA violations by quickly resolving reachability issues.

Network teams can also configure threshold-based and 
customized alerts to be sent to a management console 
(Dashboard) when issues are detected, so they can take 
corrective actions even before users begin to complain.

Business benefits
Blue Planet Layer 3 Service Assurance gives network providers 
unmatched visibility into their routing control plane, allowing 
them to speed up troubleshooting of Layer 3 performance 
issues. Using the Layer 3 Service Assurance solution, users can 
see how exactly traffic is traversing their network and identify 
sub-optimal routing metrics, route flaps, and many other 
conditions not detected by traditional network monitoring tools.

•  Forensic analysis of transient service delivery issues allows 
providers to close trouble tickets with a RCA and resolution.

•  Real-time monitoring of routing, traffic, and performance 
shortens the MTTI and MTTR service reachability issues.

•  Uptime of critical revenue-generating services is  
assured, increasing customer satisfaction and reducing 
customer churn.
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Figure 3. Blue Planet Layer 3 Service Assurance solution correlates 
path changes with network performance and traffic data to help 

quickly identify the root cause of service delivery issues.
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