
A challenge faced by Network Operations Center 
(NOC) personnel responsible for large, complex  
IP/MPLS networks is locating the network issues 
that affect application performance and availability. 
This is due to the sheer number of paths that 
traffic can traverse when routed through a large 
network. According to a survey by an analyst firm, 
network issues are involved in over 50 percent of 
application and service delivery problems. Given 
this, speed and accuracy in diagnosing application 
or service-affecting network issues is a serious 
matter for organizations that aim to provide 
excellent service. 

This white paper explains how route analytics can be deployed 
easily in routine NOC procedures to speed triage and diagnosis 
of network issues contributing to service degradation, and to 
provide time-saving data to network and application engineers 
when called upon to collaboratively solve a problem.

Which way did the traffic go?
A reason for IP becoming the de facto standard for network 
communications is its automated resiliency based on routing 
protocols that control how traffic is routed through the 
network. In IP/MPLS networks, when the path to a destination 
is not available due to a link failure or changes in network 
infrastructure, routing protocols automatically reroute the 
traffic through other available paths to the destination. While 
this enables IP networks to accommodate failures, it may 
also result in the rerouted traffic taking longer to reach its 
destination, and even create congestion. This may cause 

an unpredictable and dynamic network topology. Traditional 
network management tools—such as those leveraging 
SNMP—lack the visibility into these dynamics, making problem 
detection and troubleshooting difficult.

Route analytics technology solves this problem by taking a 
fundamentally different approach to understanding IP networks. 
Rather than capturing periodic SNMP snapshots of device 
status, which misses most of the dynamic changes happening 
in the network, route analytics technology records routing 
protocol communications in the network as they occur. Since 
routing protocols communicate every single routing change, 
route analytics provides a completely accurate network control 
plane map in real time and also for all its recorded history.

Route analytics in the NOC
Route analytics technology can also incorporate flow data 
(NetFlow, IPFIX, etc.) from the routers located where most of the 
traffic is originated—data centers and Internet connections—
and then populate every link in its historical network map with 
this traffic flow information, providing path-aware traffic flow 
insights. Some of the useful information that route analytics 
provides relevant to NOC personnel includes:

•  The exact path that traffic takes between any two points in 
the entire network, now and in the past

• All routers that are part of any service traffic path

•  Complete detail on every routing change, instability, or error 
that occurred across the whole network

•  Network-wide traffic information classified by application or 
Class of Service (CoS), showing whether any congestion or 
out of baseline conditions occurred on a link at any time
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Benefits of route analytics  
in NOC procedures
Due to its real-time perspective on logical 
network operations, route analytics can help 
NOC personnel greatly decrease the amount of 
time it takes to identify root causes of application 
or service degradation. In addition, since route 
analytics provides a very powerful topology map 
and intuitive, DVR-like playback capabilities that 
can be used by multiple users, NOC personnel can 
more quickly and accurately perform information 
hand-offs to escalation personnel by showing them 
what they have already examined and learned. 
Finally, once a hand-off has been made, route 
analytics offers a complete history of routing and 
traffic information that can be analyzed in depth 
by network engineers to more efficiently find and 
resolve network problems. Network engineers can, in turn, 
utilize route analytics to illustrate their analysis to other IT 
teams to help speed the troubleshooting process across 
organizational lines.

Deploying route analytics in the NOC environment
Blue Planet® Route Optimization and Assurance (ROA)  
products support route analytics and can be used for  
faster troubleshooting of IP/MPLS service delivery  
issues. Once the route analytics technology— 
a physical or virtual machine appliance—has 
been installed and configured to collect routing 
and traffic flow data from the network, the route 
analytics software provides an easy way to 
maintain real-time and historical visibility into the 
network topology and routing paths using a Web-
browser interface. One or more users can connect 
and view the live and recorded network topology 
maps. Typically, NOC personnel use the real-time 
topology map as their default view since it provides 
a quick starting point for many standard diagnostic 
and other operational procedures. A live topology 
map for a small lab network is illustrated in Figure 1.

The Web interface of Blue Planet ROA allows 
page URLs to be shared with other users, facilitating 

accurate and thorough information handoffs between NOC and 
escalation personnel.

Applying route analytics to four common NOC 
procedures
This outlines how route analytics can be used in four common 
NOC troubleshooting procedures. The example use-cases 
feature the Blue Planet ROA including Route Explorer, Traffic 
Explorer, and Performance Explorer.

1. Troubleshooting a current application or service outage

Goal: Confirm proper Layer 3 network operation, specifically 
examining three key potential causes of the outage: router 
changes, interface changes, route changes.

Figure 1. A live network topology map showing the 
‘playback’ feature for viewing routing history

Learn more about Blue Planet ROA

Figure 2. The Search box allows easy identification and verification 
of the application or service path through the routed network

https://www.ciena.com/blueplanet/products/blue-planet-route-optimization/?src=collateral
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Steps:

a.   Examine the real-time topology map for any down 
routers or adjacencies.

b.  From the search box at the top left, enter affected 
application flow endpoints (server and client), and 
confirm if the path is functional (Figure 2). 

c.   Drill into the path to navigate to the mini-map 
page, select the timespan of the event, and use 
the playback button to verify if the path has 
changed (Figure 3). Then, click on the event 
count for each link and examine the event list 
for any significant network changes or outages 
(Figure 4)

d.  In the example shown in Figure 4, there are 
some flapping prefixes—evidenced by the rapid 
adding and dropping of the same prefixes over 
and over again. The full event list shows that this 
occurred after the path changed. While first level 
support personnel may not be able to analyze 
and correlate this as a factor in the application 
or service outage, it is an anomalous and 
undesirable network event stream that should  
be shared with the escalation point person.

 

Figure 3. The Mini-Map view provides comprehensive information about the 
routing path history with performance and events metrics for that time range

Figure 4. The Events page displays a list of all routing events in the  
selected time range which can be analyzed for anomalous behavior 

that might impact application or service delivery
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2. Diagnosing WAN circuit issues

Goal: Discern the frequency/duration of outages  
on the circuit to determine the severity of the 
problem and the priority of escalation.

Steps:

a.  Navigate to the Reports page from the top 
menu, select ‘Events’ from the drop-down  
box, then select the type of events to view  
and select a time range (Figure 5).

b.  Examine the displayed events list for the prefix 
associated with the interface (Figure 6).

c.  Find any adjacency events. For example, in 
Figure 6 there are some neighbor adjacencies 
dropping and being added again.

3.  Troubleshooting a historical application  
or service degradation or outage

Goal: Compare current versus historical  
Layer 3 network status to find possible causes  
of the problem.

Steps:

a.  Search for the affected application flow 
endpoints (server and client) from the map  
and confirm if the path is functional.

b.   Select the time range when the problem 
occurred, then use the playback feature to see 
if the path was functional at that time and how it 
changed. Drill (Figure 7) in to the concerned link 
when the path changed.

c.   Drill in and look for issues on the link such as 
device and link availability, interface utilization, 
errors, latency, etc. (Figure 8) that may have led 
to the change in path.

Figure 5. The Reports page allows searching for specific events 
within a selected time range

Figure 6. The Events list shows prefixes being added and dropped

Figure 7. Use the routing path playback feature to see how a routing path  
changed. Drill in to a link or router to view related performance metrics.
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4.  Validating a new router during its acceptance/burn-in 
period

Goal: Confirm the Layer 3 availability and stability of a new 
router, interface, and its prefixes through the burn-in period.

Steps:

a.  Navigate to the Reports page and select ‘Routers’ from the 
drop-down box.

b.  Filter for the specific router by name or IP address and 
examine the event list for anomalies such as router  
up/down and adjacency change events (Figure 6).

Conclusion
With the network’s critical role in delivering sensitive 
application and converged communications, IT organizations 
cannot afford guesswork as a component in their network 
operations processes. Route analytics brings topology-
awareness, high-fidelity, rewindable, and re-playable event 
stream visibility needed to speed initial diagnosis and accurate, 
effective hand-offs to escalation personnel. Route analytics’ 
real-time monitoring versus periodic SNMP data collection, its 
understanding of the Layer 3 logical operation of the network, 
and its complete forensic history make it a critical component 
of any network team’s monitoring and troubleshooting tool kit. 

Blue Planet Route Optimization and Assurance products 
through Route Explorer, Traffic Explorer, and Performance 
Explorer support route analytics, traffic flow analysis, and 
performance analysis. Rather than provide point data that 
requires manual correlation, Blue Planet ROA intelligently 
correlates routing, traffic, and SNMP performance metrics  
to help the NOC team quickly understand the root cause  
of a service delivery failure.

Connect with Blue Planet today

Figure 8. Analyze the performance metrics, such as device and link availability, latency,  
utilization, errors, and more, for links and routers associated with the path
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