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Pressure Drives Change 

A rapidly changing global economy means that enterprises need to respond to shifting market dynamics, competitive 
threats, and customer demands faster than ever before. Most organizations have recognized the need to become more 
agile and have embraced new digital and IT transformation initiatives and DevOps principles. These initiatives are all 
focused on one thing—rethinking how they architect and operate to enable faster time to market, competitive advantage, 
and higher quality customer experiences.  

These transitions are all-encompassing and, to be successful, require changes to people, processes, policies, and 
technology. Of all of these, the people or cultural changes can be the hardest and take the longest. Most organizations get 
started by first transforming the underlying technology using solutions that can accommodate/incorporate the ever-
changing, ever-maturing culture. In an always-on environment, network connectivity from edge to the core is critically 
important for customer access, user productivity, and business success. In the data center, it is vital to provide the 
requisite connectivity and services where and when they are needed. In fact, 65% of respondents to a recent survey stated 
that they view their network as a strategic asset that can enable new revenue sources.1   

To transform the data center network to provide that level of agility and enable new sources of digital revenue, 
organizations need to implement greater levels of network automation, visibility, and device programmability. Automation 
may require the network team to learn new skills in order to drive optimal benefits, but it also promises to reduce time to 
value and create greater operational agility. Additionally, it’s difficult to automate what is not understood, so organizations 
will require deeper visibility into their networks to intelligently automate changes with context. This last piece, device 
programmability, requires network devices and operating systems that include programmable interfaces to deliver optimal 
benefits.   

Challenges in Legacy Data Center Networks 

It is much easier to say you are going to transform your data center network than to actually do it. A number of challenges 
need to be addressed and overcome to make the data center network more agile and responsive. ESG research highlights a 
number of these challenges, as shown in Figure 1.  

• Difficulties and/or delays provisioning network services and network devices. Most DC networks are still highly manual: 
CLI-driven on a device by device basis. Having to manually touch every device in order to make a change is time-
consuming and often introduces errors. As a result, organizations can’t meet the provisioning timeframes to support 
the business. 

• Inability to hire people with the right skill sets and limited knowledge of new technologies. The existing team is so busy 
with the care and feeding of the existing environment that there is precious little time to investigate new technologies 
and acquire new skills. Hiring skilled resources can also be difficult as new graduates or people coming from other 
companies may not have been exposed to these new technologies at school or their  previous work environment.   

• Budget constraints. Organizations need to allocate the appropriate funds to enable the transformation while still 
ensuring the team can keep the lights on. Part of the budget should also be dedicated to training the network team, 
as that is often the first piece to be cut. 

• Complexity. While organizations are trying to simplify their DC networks, many still leverage a three-tier model. When 
asked about where they thought they had an opportunity to significantly streamline or reduce costs of infrastructure 

                                                             
1 Source: ESG Research Master Survey Results, Trends in Network Modernization, November 2017. All other ESG research references and charts in 
this white paper have been taken from this set of master survey results, unless otherwise indicated. 

http://www.esg-global.com/research/esg-master-survey-results-trends-in-network-modernization
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and operations, 32% of respondents cited the network infrastructure.2 This was second only to the storage 
infrastructure. 

• Network performance. As the number of applications continues to grow, the network team struggles to provide 
adequate levels of performance on day one and maintain that performance with all the moves, adds, and changes 
that occur on a daily basis.  

• Resistance to change. While not specifically cited in ESG research, most data center network environments have been 
in place for a while and the network teams have become familiar with their operations. While they may not be ideal, 
they are known entities. Change can be difficult. It will be even more difficult if the change also requires developing 
new processes and policies that leverage higher levels of automation. Organizations need to keep in mind this 
resistance to change is natural and should be recognized and managed.   

Figure 1.  Biggest Challenges Facing Networking Team 

 
Source: Enterprise Strategy Group 

                                                             
2 Source: ESG Research Report, 2018 IT Spending Intentions Survey, February 2018. 
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http://www.esg-global.com/research/esg-research-report-2018-it-spending-intentions-survey


 White Paper: Five Steps to Network Agility 5       

© 2018 by The Enterprise Strategy Group, Inc. All Rights Reserved. 

Data Center Networks Need to Evolve 

It is clear that data center networks will need to evolve to answer these challenges, support transformation efforts, and 
meet the new speed and agility requirements for the business. But how can organizations foster this evolution? For a 
number of enterprises, it means drawing inspiration from the cloud. Organizations will benefit from an understanding of 
how cloud service providers are building out their data center networks.  

As this transformation continues, a number of enterprises are looking toward web-scale service providers as a model for 
how they should rearchitect and improve their data center networks. One of the clear drivers is the agility they can gain 
through higher levels of automation. ESG research indicates that 36% of organizations surveyed reported that they aspire 
to emulate the network infrastructure designs of the (hyper-scale) cloud service providers in their own networks. As more 
organizations deploy containers and microservices with DevOps, those environments will reflect those cloud service 
providers more closely.  

Another area organizations are leveraging to evolve the network is related to network visibility and analytics derived from 
network data to drive greater insights, enable benchmarking of existing environments, set thresholds, and create a 
foundation for “intelligent” automation. Indeed, a quarter of ESG research respondents believe that the networking 
capability with the greatest ability to help them grow their business today is the collection of data from network-based 
devices and systems for improved insight into the physical status and operations of the corporate IT ecosystem. This was 
the second most cited response behind security. When asked what they think the greatest capability will be two years from 
now, the number of respondents who chose collection of data increases to 27%, which makes it the second most-cited 
response behind connectivity for IoT devices.  

Based on the challenges they are dealing with, organizations need to leverage automation in a more meaningful way. 
While web-scale cloud service providers make heavy use of automation, ESG research indicates it has not become 
mainstream in the enterprise. Only 17% of respondents have deployed automation extensively and another 35% have 
deployed it in a limited fashion. It is important to note, however, that those who have deployed it have reported the 
following benefits, as seen in Figure 2:  

• Agility in provisioning network devices, configuration, and services.  

• Ability to meet SLAs for network performance, including the ability to adjust the configuration as needed to 
maintain the performance levels. 

• Consistent configuration for a large number of devices due to the reduction of manual methods, such as CLIs.  

Note how these benefits align to the challenges discussed previously. 

The data is compelling. Organizations that have been able to transform their networks and add automation are getting real 
benefits. If you have not started, here are the five steps you should take to get started.   
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Figure 2.  Significant Benefits Provided by Network Automation 

 
Source: Enterprise Strategy Group 

Five Steps to Make Your Data Center Network More Agile 

1. Invest in training. Dedicate time, resources, and budget to ensure the network team remains current on new 
network technology and methods. This could also include sending staff to partner and industry events, or 
allocating sufficient time for staff to take online classes, experiment in test labs, etc. Keep in mind that as the 
network becomes more automated, it will be important for the networking team to build programming skills in 
Python or other relevant languages. These are also skill sets that your organization should prioritize when hiring 
new staff as well.  

2. Adapt to new and innovative technologies or risk being rendered irrelevant. If you have been in technology long 
enough, you have seen these transitions before—Wang and DEC are just a few of the companies that were unable 
to adapt to change and no longer exist. The same is true for IT professionals—server virtualization technologies 
brought several new opportunities, but not for those who resisted the change. “Server huggers” quickly found 
their skills outdated. As a result, network team leaders need to ensure they are agents for change and are driving 
the adoption of new platforms and technologies and are supportive of team members’ efforts to adapt. This isn’t 
just technology deployment for deployment’s sake. These network leaders need to understand the benefit not just 
to the network team but to the business as well (and must be able to articulate that value as part of the business 
justification). Taking this approach could also have a significant and beneficial impact to your own career as well. 
Along with the new technology, understand that this may also require new best practices and policies. 

3. Begin deploying automation where you can. This doesn’t mean commencing with a network-wide implementation, 
but rather starting with a small isolated area. Typically, this might be in a controlled lab environment. Once you are 
comfortable with the automation, the next step would be to pilot the technology in a production environment. 
Keep in mind that, inevitably, mistakes will be made, but that is okay. Learn from those mistakes and ensure that 
the whole team benefits from them. Rigorous testing in the lab will ensure that whatever mistakes there are to be 
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made, they are made there, rather than in production. Remember, an imperfectly executed plan today is better 
than a perfect plan that is never executed. Next, tackle areas that are well understood (and instrumented) with a 
heavy reliance on manual processes. Determine what tasks can and should be automated. Start with tasks that 
might have the lowest value but are highly repetitive (like provisioning) and currently keep your team from 
completing more strategic work. After that, go beyond automating the configuration and provision activities and 
think about how to automate data collection for troubleshooting, monitoring, and ticketing.  

4. Leverage the data collected from your network. Start by ensuring that any network technologies brought in can 
provide visibility from all layers of the network. As ESG research highlighted, this is an area that can help grow the 
business. Additionally, organizations should think about how to collect and use this data to provide the requisite 
benchmarks that can form the foundation for artificial intelligence or machine learning (AI/ML). This stage is all 
about how you convert the vast quantities of data traversing your network into information, knowledge, and, 
ultimately, the wisdom to take action—which, when set up correctly, can be done in an automated fashion. 

5. Ensure you have world-class support along your journey. It will be important to select the right partner as you 
embark on your automation journey. Understand that this will require changes to people, process, and technology 
and will take time to fully implement a complete solution. Select a partner that, in addition to offering the 
appropriate technology, also provides world-class support teams to assist you during the process. Being committed 
to open solutions and open source will ease interoperability issues, within the network domain, as well as in 
adjacent monitoring, ticketing, and orchestration domains. This includes taking advantage of open APIs to 
integrate into the larger IT ecosystem, enabling greater levels of connectivity and visibility, and the ability to 
leverage reprogrammable ASICs to accommodate various workloads. It also includes using commonly accepted 
tools, languages, and processes. Look for partners that embrace their user community and work hard to keep their 
clients well informed about best practices. If there are any doubts, ask for references for organizations that have 
similar environments.  

The Bigger Truth 

To meet the demands being placed on IT and, in particular, the data center network from the business, organizations will 
not be able to continue to rely on legacy, device-centric network environments that require extensive manual operations. 
Time-consuming, potentially error prone processes will not enable a business to grow and the staff performing these tasks 
will soon find their skill sets obsolete in the workforce.  

Moving forward, organizations need to focus on leveraging network automation in a meaningful way to ensure that they 
are agile and responsive. Now is not the time to resist change, but rather to fully embrace it. Part of that is reimagining 
what IT and specifically the DC network can do to enable the business. This will require learning about new technologies, 
perhaps emulating cloud service providers, and being open to deploying and mastering new skills that will not only make 
the business more valuable, but also the network team. 

There is no denying that these transitions can be difficult, and it is hard to do it all yourself. You will need to work with 
strategic partners, not simply vendors, that can support your efforts on a global scale to ensure a more automated and 
streamlined environment that will also minimize costs and accelerate the time to value. 
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