
 

THE BOTTOM LINE

2 Scalable solution that provides cost and 

efficiency benefits across a wide range of 

customer sizes

1 Accurate provisioning that avoids the user errors 

found in manual change processes

Significant total cost of ownership (TCO) benefits 

vs “free” Microsoft DNS, DHCP & network 

management tools

3

EXECUTIVE SUMMARY
Many IT organizations attempt to minimize upfront costs by using the “free” Microsoft DNS, 

DHCP and IP address management (IPAM) features that are bundled with Microsoft Server 

2012 R2 and combining that with manual processes to control basic tasks within the 

infrastructure equipment. While the upfront investment may be less, the actual cost of day-

to-day management can be enormous when compared to enterprise-grade tools built for 

core network services. Infoblox integrates tightly with Microsoft DNS and DHCP servers to 

provide an intuitive and comprehensive solution for managing IP addresses. In addition, 

the Infoblox Network Insight platform provides robust network discovery and change 

automation capabilities that is not part of the Microsoft offerings. Tying traditional DNS/

DHCP data with enhanced network discovery provides a truly authoritative source of truth 
within the IP address management database and user interface.

Infoblox commissioned Tolly to measure and verify the time and cost savings comparing 

Microsoft’s manual network update processes to the Infoblox DNS, DHCP & IP (DDI) 

automated platform. The investment in Infoblox provides a rapid payback with the 

enhanced discovery, visibility and control options when compared to the “free” legacy 

approach. Extrapolating the time savings from a number of common tasks shows that 

potential cost savings of employee time can exceed $1million over three years. See Table 1.
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Total Cost of Ownership (TCO) Analysis: Select DNS, DHCP and Networking Tasks
Infoblox IPAM vs. Manual Configuration

Note: 1. Labor rate is $75/hour.

2. Calculation is based on evaluation and assumptions to execute specific network support tasks with certain frequencies for certain percentage of the 

number of IP addresses in the network. See the Test Methodology section for details.

Number of IP Addresses 10,000 25,000 50,000 100,000

Estimated Staff Hours/Year 

(without Infoblox IPAM)
730.00 1,825.00 3,650.00 7,300.00

Estimated Staff Hours/Year

(with Infoblox IPAM)
225.00 562.50 1,125.00 2,250.00

3-Year TCO Savings From Labor $113,625 $284,063 $568,125 $1,136,250

Percentage of Savings From Labor with 

Infoblox IPAM
699%

TCO of Using Infoblox Authoritative IPAM for DNS and DHCP
3-Year TCO Evaluation versus Manual Processes for Managing DNS/DHCP in a Microsoft Environment



Background

 For organizations using Microsoft DNS and 

DHCP, the Infoblox automated platform 

provides an easy-to-deploy IPAM solution 

that does not require modification of the 

Microsoft infrastructure. The value of 

implementing the Infoblox solution is tied 

to the enhanced visibility, manageability 

and task automation for dealing with IP 

addresses and making common changes 

such as assigning VLANs or activating/de-

activating a switch port.  

If an organization is adopting new 

technologies such as IPv6, virtualization 

and/or private cloud, the importance of a 

scalable and manageable solution 

becomes much more critical. Multiple 

manual processes and human error can 

have a major negative impact on the 

overall performance and availability of 

critical infrastructure.  

Tolly engineers tested and validated 

Infoblox’s support for enterprise-grade 

platform for business-critical DDI solutions.  

To attempt to compare Microsoft 

capabilities with Infoblox, IT teams would 

need significantly more investment to 

cluster servers and maintain an automated 

patch management system – and yet still 

would not achieve the visibility and 

availability metrics.  In addition, Microsoft 

deployments would need additional 

management tools and/or extensive 

manual processes to achieve the enhanced 

network discovery and automated network 

change capabilities built into Infoblox. 

While first published in 2015, the findings 

remain valid today.

Test Results

Tolly engineers benchmarked seven varied 

tasks to illustrate the differences between 

manual change management and Infoblox 

DDI. 

Add A New Host

Tolly engineers documented the addition 

of hosts both via static IP and dynamic IP 

addresses and also verified the process for 

adding a group of seven printers. Where 

these tasks ranged from 35 seconds to a 

maximum of 85 seconds using Infoblox 

IPAM, the task times for the manual process 

ranged from 135 to 240 seconds. When 

installing the group of printers, the manual 

process required almost 6x the amount of 

time needed for Infoblox IPAM. For all 

results, see Figure 1 for the increased time 

required and Table 2 for the time required 

for each task and the percentage of time 

reduction using Infoblox IPAM.

Add A New Subnet

This task required both adding a new 

subnet to the network as well as reserving 

certain addresses that would not be used 

by the DHCP service. Using the manual 
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Source: Tolly, March 2015 Figure 1

Task Execution: Manual vs. Automated with Infoblox IPAM
Percentage of time increase due to manual work
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Tasks

Add a Static IP Host Add a DHCP Reservation Install a Group of Printers
Add a New Subnet Switch Port Configuration Resolve Network Conflicts
Network Resource Management

Note: Percentage of time increase calculated as (time required for manual - time required using Infoblox) / (time required using 

Infoblox) * 100%. For example, task 1 (Add a new host) required 75 seconds using Infoblox vs 190 seconds manually and thus the 

additional time required to perform the task manually was (190 - 75) / 75 * 100% = 153% greater than with Infoblox IPAM.



process, that required 240 seconds to 

complete. With Infoblox IPAM, the task was 

finished in 80 seconds including assisting 

with interfacing to the upstream switch/

router to reserve addresses.

Switch Port Configuration

This test involved accessing a LAN switch 

and modifying certain port parameters. 

Again, this was accomplished more rapidly 

with the Infoblox solution. Perhaps more 

importantly, Infoblox provides a GUI-based 

workflow to lead the user through the task. 

Anyone using the native switch command 

line interface (CLI) would likely require 

training before even attempting this task 

manually.

Troubleshooting (Resolve Address 

Conflict)

It is not uncommon for a single IP address 

to come into use by a second network 

device. Infoblox IPAM offers a variety of 

automatic and on-demand methods to 

query relevant parts of the environment to 

determine such usage. In the current test, 

the second address was discovered in 20 

seconds.

In a manual approach, the user must scan 

network resources to attempt to find the 

faulty address. In the current test, that 

required 110 seconds but might be even 

longer in a complex network environment.

Network Resource Management 

(Switch Port Availability)

It is important for network managers to 

understand which ports on their switches 

are available for new users. As Infoblox 

IPAM monitors and records the ports where 

it sees a particular address, this information 

is always available and always up-to-date in 

the Infoblox solution. In the current test, it 

required less than 15 seconds to call up this 

information for all of the switches in the 

network. 

With the manual approach, an 

administrator would need to log in to each 

switch and see which ports were currently 

active. In a “best case” scenario this would 

require about 60 seconds to view. This does 

not include the time required to record this 

information. Furthermore, the information 

might be inaccurate as a port that shows as 

“free” may simply be connected to a user 

device that is currently powered down. 
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Source: Tolly, March 2015 Table 2

Common IPAM, Discovery and Configuration Tasks
Infoblox IPAM vs. Manual Configuration

Time to Finish aa Task (Seconds) Percentage of 

Manual
Automated with 

Infoblox

Savings for Each 

Task

Add a Static IP 

Host
190 75 61%

Add a New Host
Add a DHCP 

Reservation
135 85 37%

Install a Group 

of Printers
240 35 85%

Add a Neww Subnet 240 80 67%

Switch Port CConfiguration 75 55 27%

Troubles

(Resolve C

shooting 

Conflicts)
110 20 82%

Network Resourcce Management
60 seconds for 

each switch

15 seconds for all 

switches
>75%

Note: In a real world environment, the manual method of may require collaboration in 

several departments. For the “best case,” the wait time and collaboration process time 

was not included here for the manual method.

Tested
March
2015

Infoblox, Inc.

Infoblox 

Authoritative 

IPAM for DNS and 

DHCP

Automated IPAM, 

Address 

Management and 

Network Tasks



Test Methodology & 

Detailed Results

In the test scenarios, Tolly engineers 

calculated the time it takes to perform the 

common maintenance and administration 

tasks involved with IP address 

management as well as the manual CLI 

steps needed for enhanced discovery and 

control for the free DNS and DHCP 

management tools bundled with Microsoft 

Server 2012 R2. Then the same test was 

completed using the Infoblox platform. 

Finally, the time measurements obtained 

comparing the tests were used to calculate 

the time and cost savings for each task.  

Then assumptions were made to 

determine the estimated total cost of 

ownership over a 3-year period.

Infoblox IPAM integrates the DHCP server, 

DNS server, IP address management 

functions into one solution. It also provides 

functions such as discovering devices on 

the network, executing commands to over 

55 different vendors’ switches/routers 

remotely, etc.. This test used Cisco switches/

routers but other vendor equipment 

should deliver comparable time savings.

Without the Infoblox IPAM solution, 

administrators may need to use multiple 

vendor-specific solutions such as the 

Microsoft DHCP server, Microsoft DNS 

server, Cisco command lines to finish one 

task.

In a real world environment, the manual 

method may require collaboration in 

several departments. For the “best case,” the 

wait time and collaboration process time 

was not included here for the manual 

method.

Add a New Host

Add a Static Address Host
When new devices (e.g. servers) are 

needed, the network team need to 

determine the available static IP addresses, 

add the DNS records, reserve the switch 

ports by bringing the ports down and 

change the port description.

Automated: Add a host record in Infoblox 

IPAM, use the workflow to bring down a 

switch port and change the description of 

the port.

Manual: Add a host record using the 

Microsoft DNS Manager tool in the 

Microsoft Management Console (MMC). 

Then use the command line (CLI) to bring 

down a switch port and change the port 

description.

Add a DHCP Reservation
When the new devices (e.g. printers, VoIP 

phones, etc.) prefer using DHCP to get the 

IP addresses and the network team decide 

to give them specific ones, the network 

team need to reserve the IP addresses in 

the DHCP server with the new devices’ MAC 

addresses, bring down the switch ports and 

change the description of the ports.

Automated: Add a fixed address in Infoblox 

IPAM, use the workflow to bring down a 

switch port and change the description of 

the port.

Manual: Add one reservation in the 

Microsoft DHCP server. Then use the CLI to 

bring down a switch port and change the 

description of the port.

Install a Group of Printers
The network team may decide to give the 

new devices (e.g. printers) a specific DHCP 

range which exclude any other devices to 

use the range. Engineers used a group of 

seven printers as an example for this test.

Automated: Use the DHCP template with 

fingerprints in Infoblox IPAM to create the 

DHCP range. Infoblox has built-in 

fingerprints for different vendors’ devices 

(e.g. HP printers). It not only blocks other 

devices from joining the range, but also 

push the HP printers to the range instead of 

letting them join other available DHCP 

ranges.

Manual: Create 7 DHCP reservations with 

the printers’ MAC addresses in the 

Microsoft DHCP server.

Add a New Subnet

When the current subnets do not provide a 

sufficient number of IP addresses, 

administrators need to add a new subnet 

to the network and enable the DHCP 

service for that subnet. Administrators may 

have a certain pattern to add a new subnet. 

For example, they may want the first 

certain number of addresses to be reserved 

or excluded for certain usage.

Infoblox Authoritative IPAM for DNS and DHCP #218113
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Test Bed Information

Component Version

Infoblox virtual appliances TE-1140 and ND-1410 7.03

Microsoft Windows Server 2012 R2
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Automated: Infoblox supports Network 

Template which can add the DHCP scope, 

make a certain number of IP addresses as 

Fixed Addresses (reserve the IP addresses), 

and add an Exclusion Range in the DHCP 

scope. The GUI-based workflow also 

enables the IP helper addresses on the 

specified upstream router.

Manual: Add a DHCP scope, with 

reservations and exclusions in the Microsoft 

DHCP server. Enable IP helper using CLI of 

the switch.

Switch Port Configuration

In this scenario, administrators need to 

change a single or group of ports admin 

status, VLAN assignment and port 

description.

Automated: With the CLI credentials 

configured, Infoblox can manage the 

switches on the network and provide a 

GUI-based workflow for switch port 

management.

Manual: Use the CLI to do the task on a 

switch.

Troubleshooting (Resolve Conflicts)

Conflicts on the network are unavoidable 

for a multitude of reasons. Infoblox 

Authoritative IPAM can eliminate the 

administrators ability to cause a conflict by 

using the “Next Available IP Address” 

functionality. However, when a user creates 

a conflict on the network, Infoblox can 

detect the conflict and give options for 

remediation thru the GUI. These 

remediation options are constructed by 

utilizing DHCP lease, DNS records and ARP 

table collection from each Cisco or other 

L2/L3 device on the network.

Automated: Infoblox can find all hosts on 

the network regardless of DHCP lease and 

DNS information by using 8 different 

configurable discovery parameters. With 

graceful periodic pulling and triggered 

immediate pulling, Infoblox can discover 

MAC addresses which do not match the 

configured IPAM record. Administrators can 

then use the GUI-based dialog box to 

choose keeping the existing record and 

clearing the discovered data or updating 

the record with the discovered data and 

removing the pre-existing record.

Manual: Discover the conflict. Update the 

IPAM database or the Microsoft DHCP 

reservation to resolve the conflict.

Network Resource Management

Administrators need to manage the current 

percentage of ports that are available or 

used by devices.

Automated: Infoblox monitors ports and 

notes when a MAC address was last seen 

on a given switch port and updates the 

IPAM database. So it keeps tracking the 

status of all switch ports and shows the 

percentage of available ports and used 

ports.

Manual: Login to each switch and use CLI to 

check the port status. Then, document the 

free ports by typing the information into a 

spreadsheet.

The results shown in the report only 

counted one switch. When one considers 

all the switches on a typical network, the 

difference will be greater (Infoblox has an  

even greater advantage).

Cost Model

For the 10,000 IP address results, it assumes 

an organization needs to add 300 hosts 

with static IP addresses, 100 hosts with 

DHCP reservations, and 200 groups of 

DHCP devices every month. A labor rate of 

$75 was used for all calculations.

The following percentage represents the 

frequency Tolly assumed for each task to 

occur. For example, “Add a host with static 

IP: 3%” means: in the 10,000 IP address 

scenario, administrators need to modify 

10,000 * 3% = 300 hosts with static IP 

addresses every month.

Add a host with static IP: 3%

Add a host with DHCP reservation: 1%

Add a group of devices: 2%

Add a New Subnet: 1.5%

Switch Port Configuration: 1%

Troubleshooting (Resolve Conflicts): 3%

Network Resource Monitoring: 4%

The actual occurrence rate of a given task is, 

n at u r a l l y, d e p e n d e n t u p o n t h e 

environment. This model assumes a 

relatively low percentage of change per 

month. Prospective customers should map 

these results to their environments to 

provide more relevant time and cost 

savings calculations.
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Terms of Usage

This  document is provided, free of charge, to help you understand whether a given product, technology or service merits additional investigation 
for your particular needs. Any decision to purchase a product must be based on your own assessment of suitability based on your needs.  The 
document should never be used as a substitute for advice from a qualified IT or business professional.  This  evaluation was focused on 
illustrating specific features and/or performance of the product(s) and was conducted under controlled, laboratory conditions. Certain tests may 
have been tailored to reflect performance under ideal conditions; performance may vary under real world conditions. Users should run tests 
based on their own real world scenarios to validate performance for their own networks. 

Reasonable efforts were made to ensure the accuracy of the data contained herein but errors  and/or oversights can occur. The test/audit 
documented herein may also rely on various test tools the accuracy of which is beyond our control. Furthermore, the document relies  on certain 
representations by the sponsor that are beyond our control to verify. Among these is that the software/hardware tested is production or 
production track and is, or will be, available in equivalent or better form to commercial customers. Accordingly, this document is provided "as 
is", and Tolly Enterprises, LLC (Tolly)  gives no warranty, representation or undertaking, whether express or implied, and accepts no legal 
responsibility, whether direct or indirect, for the accuracy, completeness, usefulness or suitability of any information contained herein.  By 
reviewing this document, you agree that your use of any information contained herein is  at your own risk, and you accept all risks and 
responsibility for losses, damages, costs and other consequences resulting directly or indirectly from any information or material available on it. 
Tolly is not responsible for, and you agree to hold Tolly and its related affiliates harmless from any loss, harm, injury or damage resulting from or 
arising out of your use of or reliance on any of the information provided herein.  

Tolly makes no claim as to whether any product or company described herein is suitable for investment.  You should obtain your own 
independent professional advice, whether legal, accounting or otherwise, before proceeding with any investment or project related to any 
information, products or companies described herein. When foreign translations exist, the English document is considered authoritative. To 
assure accuracy, only use documents downloaded directly from Tolly.com.

No part of any document may be reproduced, in whole or in part, without the specific written permission of Tolly.  All trademarks used in the 
document are owned by their respective owners.  You agree not to use any trademark in or as  the whole or part of your own trademarks in 
connection with any activities, products or services which are not ours, or in a manner which may be confusing, misleading or deceptive or in a 
manner that disparages us or our information, projects or developments.

About Tolly…
The Tolly Group companies have been 
delivering world class IT services for 
nearly 30 years. Tolly is a leading global 
provider of third party validation 
services for vendors of IT products, 
components and services.
You can reach the company by email at 
sales@tolly.com, or by telephone at +1 
561.391.5610. 

Visit Tolly on the Internet at:
http://www.tolly.com
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