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White Paper

The New World of IP Multicasting
Introducing IP Multicast over Extreme Fabric Connect

Introduction
In the early days of IP networks, multicasting was a major innovation.  
The ability to communicate in a single stream to a group of destinations—
not one source to one destination (unicast) or one source to unlimited 
destinations (broadcast) but one source to a select group of destinations 
(multicast)—opened the door to a wide range of applications that are now 
taken for granted including audio and video conferencing, online training, 
news distribution, stock price updates, software distribution, database 
replication, and more.

But the widespread use of IP multicasting belies its complexity. The 
technologies needed to make multicasting work over a traditional Ethernet 
infrastructure are complicated, involving protocol overlays that must  
be kept rigorously in synch with underlying network topologies. Current 
approaches are ill suited to next-generation IP multicasting applications 
such as video surveillance as well as emerging data center transport  
models such as VXLAN and NVGRE. Many of these applications involve  
not just one source to multiple destinations, but multiple sources to 
multiple destinations.

Why IP Multicast over Extreme Fabric Connect
To overcome the limitations in current IP multicasting technologies, Extreme 
Networks developed IP Multicast over Extreme Fabric Connect—to deliver 
new levels of performance, scalability and resiliency to IP multicasting.
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IP Multicast over Fabric Connect is an enhanced implementation of the 
IEEE Shortest Path Bridging (SPB) standard (802.1aq) and IETF RFC 6329 
standards—and a natural extension of Extreme Fabric Connect, the fabric 
technology that enterprises can use to deliver a comprehensive array of 
network services, including Layer 2 and Layer 3 virtualization and optimized 
routing and multicast.

IP Multicast over Extreme Fabric Connect eliminates the need for complex 
protocol overlays, delivering a multicast environment that is easier to 
deploy, higher performing, more scalable and more resilient.

This whitepaper explains the technology underlying IP Multicast over Fabric 
Connect, how it overcomes the deficiencies in current IP multicasting 
implementations and how it opens the door to a new generation of 
multicasting applications and value.

Traditional IP Multicast IP Multicast over Extreme Fabric Connect

Protocol overlay model (PIM over OSPF) Single protocol (IS-IS)

Network-wide configuration Single command end-point configuration

Scaling limited to hundreds of streams
Scale-out to tens of thousands of 
streams

Recovery seconds/minutes Recovery sub-second

Troubleshooting via proprietary tools
Troubleshooting via IEEE 802.1ag 
extensions to support Multicast Trees 
(trace-tree)

Network topology changes complex  
and intrusive

Easily handles network topology 
changes

Multicast traffic must traverse rendezvous 
points (not necessarily shortest path)

Multicast traffic always takes shortest
latent path

Designed for a single tenant environment Designed for multitenancy

IP Multicasting Challenge: Complex, Slow to 
Converge and Not Scalable 
IP Multicasting is a mechanism to send data to a group of hosts or receivers 
simultaneously. Today IP Multicasting relies on a distribution tree built by a 
multicast routing protocol, typically Protocol Independent Multicast Sparse 
mode (PIM-SM), to deliver packets from the sender/source to the receivers 
when they reside on different IP subnets. In the case of LANs, when the 
source and the receivers are on the same IP subnet, IP Multicasting relies on 
basic Ethernet packet “flooding ” concepts where, in tandem with Internet 
Group Messaging Protocol (IGMP), multicast packets are delivered from the 
sender only to receivers that requested them.

Multicast routing protocols like PIM-SM need to operate in overlay mode 
with an underlying Unicast routing protocol such as Open Shortest Path 
First (OSPF). This dependency commonly results in issues where packets 
transmitted by a sender do not reach receivers due to improper building 
of the multicast tree. In the case of PIM-SM, there is additional dependency 
on a device called a Rendezvous Point (RP) to build the tree for a multicast 
group. Improper configuration of these protocols and functions can result in 
packet delivery issues.
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Another common cause of non-delivery of packets to receivers is a Reverse 
Path Forwarding (RPF) check failure which can occur when the unicast 
forwarding path and the multicast tree are not congruent or alike.

The pseudo-state established by PIM-SM must remain in exact correlation 
with the underlying unicast routing topology. If this state is lost or becomes 
ambiguous, all bets are off. Any change to the network topology can 
adversely affect the stability of the IP multicast service. Additions, deletions, 
sudden outages for any reason (e.g., a faulty link, port or module) can all 
wreak havoc. The tree truncates and the distribution service for that length 
of the tree is effectively lost.

PIM-SM overlays also are very dependent on timers for the operating 
protocols and these timers must be fine-tuned. Mutual dependencies like 
these are difficult and time-consuming to troubleshoot, which means longer 
repair cycles and higher operational expenses.

Resilience is also a problem. In the event of any failure in the network, 
recovery times are sub-optimal at best. As a result, large multicast 
environments require a comparatively large operational budget and staff. 
Also note that this is for one routing environment. In multi-tenant networks, 
this has to be replicated for every tenant that requires IP multicast services.

Another well known problem with IP Multicast is that scaling is limited to a 
few thousand streams which is increasingly limiting the ability of enterprises 
to deploy multicast solutions more widely.

In LAN environments, with Layer 2 switches between senders and receivers 
on the same IP subnet, improper configuration of protocols like IGMP can 
lead to unwanted flooding of multicast packets within the network. Also, in 
traditional LANs, there is no concept of virtualization, hence there is no true 
end-to -end separation of traffic, which is important in today’s networks 
where security requirements for things like PCI DSS compliance and video 
surveillance are key.

Over time, it’s become clear that what’s needed is a solution that is 
purposebuilt for IP multicasting—to support both the existing  
multicasting applications as well as next-generation capabilities such  
as video surveillance.

Various attempts have been undertaken to make this happen, but they have 
limitations: for example they are still too root bridge dependent or only 
support a limited topology. One solution—Multi-protocol Label Switching 
(MPLS)—can support multicast, but it is a very heavy overlay model that 
requires a mix of protocols, creating an environment that is complex to 
provision, maintain and troubleshoot.

The Extreme Approach
Extreme Networks approached the problem of multicasting through it’s 
Fabric Connect technology. By focusing on the underlying switching—the 
control plane—Extreme Networks created a solution that is more stateful 
and deterministic, eliminating the need for complex protocol overlays.

The result— IP Multicast over Extreme Fabric Connect—is built from the 
ground up to handle IP multicasting applications, delivering MPLS-like 
capabilities, without the MPLS complexity.
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The technology underlying the Extreme multicasting solution can be broken 
down into two major components:

• First, IP Multicast over Fabric Connect uses a well-understood routing 
protocol, Intermediate System to Intermediate System or IS-IS, to 
create a “stateful” topology. Instead of the traditional flood and learn 
approach to network forwarding, in IS-IS each switch advertises the 
nodes it knows about to all other switches. Eventually all the switches 
in the network have the same picture of the network and therefore 
can automatically determine the shortest path between nodes 
automatically. This eliminates the need for PIM and allows for service 
based virtualization and the ability to do it at geographic scales that no 
other fabric can accommodate with the exception of MPLS. IS-IS is also 
a very extensible protocol that works on the use of Type, Length, Value 
fields or TLV’s.

• Second, IP Multicast over Fabric Connect uses a universal forwarding 
label, an encapsulation method which provides areas for information 
that, when used in conjunction with IS-IS, provides for a vast array 
of virtualized services.This universal label provides a new level of 
abstraction for virtualized services. These auto-provisioned services 
paths are termed I-SID’s or Ethernet Services Instance Identifiers. These 
elements are a new method for services abstraction within IEEE 802.1aq 
and play an important role in the delivery of native IP multicast on 
Extreme Fabric Connect.

In effect, IP Multicast over Fabric Connect virtualizes Ethernet. By using 
IS-IS as the control plane protocol to exchange topology and service 
information, and by leveraging TLVs and I-SID’s, IP Multicast over Fabric 
Connect enables the network to instantiate connectivity services on 
demand, whether they are unicast or multicast, one-to-many, many-to-a-
few, or many-to-many. Sources are announced throughout the network 
using extensions in the IS-IS control plane (through defined TLVs). 
Receivers join a source group (a unique I-SID), by requesting membership 
through IGMP.

ExtremeFabric Connect
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Figure 1: Multicast over Shortest Path Bridging Overview
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Benefits of the Extreme Approach
The advantage of this solution over traditional approaches is the absolute 
simplicity in provisioning, deploying and maintaining IP Multicast bridging 
and routing:

Reducing OPEX Costs

Traditional multicast is notoriously complex to configure and troubleshoot. 
By eliminating protocol overlays (using the proven IS-IS protocol to provide 
fabric forwarding information), IP Multicast over Extreme Fabric Connect 
streamlines configuration and simplifies operations and troubleshooting. 
No rendezvous points and bootstrap routers have to be configured, nor 
are they required. Additionally, we are able to leverage standards-based 
IEEE 802.1ag, with extensions for multicast, to provide comprehensive 
troubleshooting tools for multicast traffic.

Increasing Uptime

Because there is only one control plane protocol (IS-IS works for both 
unicast and multicast traffic) network convergence is well below one 
second. Even in the event of a network failure, network convergence is 
typically sub-second when compared with currently deployed solutions 
where they are tens of seconds or even minutes. In an application such  
as video surveillance, network uptime is paramount. The expectation is  
that the video surveillance cameras are always available—providing 
protection for people and for property. With the Extreme Networks  
solution, even in large camera environments, recovery is so fast that it  
is transparent to the application.

Performance

It’s now easier to distribute transmission loads more evenly across your 
network topology. The need for core links, to handle traffic going from 
one distribution switch to another, has been eliminated. That means no 
more choke points or the need for redundant links that sit idle until there 
is a failure. Design your network to suit your needs, removing tiers while 
providing better performance end to end.

Scalability

In the Extreme solution, bridging and routing take place at the network 
edge: nodes at the edge convert the IGMP join requests into service 
membership participation requests. Any receiver can join a multicast stream 
efficiently and rapidly. This allows for the building of optimized multicast 
forwarding both within L2 (VLANs) and also within L3 domains (VRFs). 
The overall network scaling is much higher than the per switch IP multicast 
routing scaling. In the case of the Extreme ERS 8800, the IP multicast 
route scaling is three thousand per switch, while the network SPB multicast 
tree scaling is of the order of tens of thousands. Also, edge configuration 
contributes to improved network uptime as fewer configuration touch 
points means less chance of human error.
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Security

The Extreme Networks solution has the added advantage of isolating 
multicast traffic, helping secure it. With the Layer 2/3 virtualization 
capabilities of Extreme Fabric Connect, security zones can be set up 
across the enterprise to isolate certain traffic types for security / regulatory 
purposes (e.g., isolate IP video surveillance traffic from other corporate 
traffic.) Furthermore, because of the use of MAC-in-MAC encapsulation 
entire solution is transparent to end-users. There is no visibility to the 
switches that form the fabric because of the MAC-in-MAC encapsulation 
mechanism; for example, a trace-route command issued from a user will 
only reveal devices external to the fabric as IP hops because the fabric 
appears as a Layer 2 domain. This helps prevent security breaches such as 
VLAN jumping.

IP Multicasting Scenarios
IP Multicast over Extreme Fabric Connect is a compelling choice for a wide 
range of next-generation multicasting applications:

• Video Surveillance - Video surveillance for security in transportation 
centers, government buildings, retail stores, etc., is transitioning from 
analog installations to IP/Ethernet-based deployments. Solutions based 
on Extreme Fabric Connect provide unmatched scalability, flexibility 
and ease of deployment. As a special benefit, the Extreme solution has 
been proven to provide optimal camera control feedback, which is a 
problem of traditional IP surveillance deployment models.

• IPTV - IPTV is growing as a distribution mode. Extreme Network’s 
solution simplifies any IP TV/video distribution deployment, scaling 
from small to super large deployments. As a special benefit our solution 
provides rapid channel switching capabilities.

• Virtual Data Center - The data center market is transitioning from 
physical servers to virtual server infrastructures. Extreme’s solution 
simplifies any VXLAN/ NVGRE-based data center deployment, scaling 
from small to large data center installations. Interoperability testing 
has proven that our solutions interoperate with VMware infrastructures 
based on the traditional VM, and the new VXLAN models.
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• Financial Trading/Ticker Distribution - In a financial trading network, 
having the lowest latency and a robust ticker distribution mechanism 
is paramount. Extreme’s solution simplifies low latency trading 
network installations and improves their resiliency. As a special benefit, 
by leveraging our proven Fabric-mode Distributed Top-of-Rack 
architecture, the Extreme solution provides marketleading performance.

Why Extreme Networks
With its Fabric Connect technology, Extreme Networks is committed to 
fundamentally changing the way that networks are designed, built and 
operated. With each announcement, Extreme reaffirms this commitment to 
delivering network services with far greater simplicity, agility and availability 
than the wide majority of networks supporting enterprises today.

Because multicasting is a necessity for next-generation networking, IP 
Multicast over Extreme Fabric Connect makes it possible to implement 
multicast routing solutions at lower cost and with greater performance.

About Extreme
Traditional general purpose networks were not designed to meet today’s 
challenges, such as supporting a mobile and diverse workforce or 
facilitating next-generation IP multicasting applications.

Extreme Networks is committed to changing this through fit-for- 
purpose network solutions, such as IP Multicast over Extreme Fabric 
Connect. By delivering these solutions, Extreme is changing the  
dynamics among people, applications and the foundational network  
to achieve a context-aware collaboration that is always-on, simplified  
and virtualized. Today, Extreme is delivering some of the most advanced 
technologies available, enabling enterprises to build dependable networks 
with a significant ROI.Learn more about the entire Extreme data  
networking portfolio at www.extremenetwork.com
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